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Abstract

According to Polish Constitution there are strict limitations related to establis-
hing the law, however in practice it is commonly accepted that the existing law (in this
contexts known as ‘hard law’) is supplemented by soft law established also by enti-
ties not entitled to create law. One of such institutions is Polish Financial Supervisory
Authority, which has issued various document named recommendations, guidelines
or communications, based or on specific legal authorisation or only on the general
duties established by law addressed to the supervised entities (either generally or on
sectoral basis). Some of such soft law acts were related to the operational risk manage-
ment including also cybersecurity issues. This hasn’t change after the PFSA became
a body responsible for cybersecurity for the banking and financial infrastructure sec-
tor as well. European Union Law was supplemented by guidelines of European Su-
pervisory Authorities. After Digital Operational Resilience Act (DORA) and related
Regulatory Technical Standards (RTS) are in force, at least of the existing soft law
would be replaced by such ‘hard law’, but this is unlikely that the soft law, in the area
of the cybersecurity of the financial institutions, is not in use anymore.

The aim of the article is to analyse soft law, which is included in the regulations on
cybersecurity, and concerns Polish financial institutions. The basic research method is
a legal-dogmatic method, through which issues of cybersecurity of financial institu-
tions are analysed.
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95



96

Pawel Pelc

Introduction

Activity of financial institutions is based on trust of customers! and oth-
er counter partners, while at the same time being increasingly dependent
on digitalization?. This makes them especially vulnerable on cyberattacks,
as due to strong connections between financial institutions and financial
markets there is a risk of uncontrolled withdrawals of deposits or resigna-
tion from other financial relations in case of successful cyberattack against
such entities. A good example of this occurred during the financial crisis of
2007/2008, when lack of trustworthy information about real situation of
banks drastically affected interbank operations3 and required the interven-
tion of central banks to support liquidity in the marked.

Moreover banks and other financial institutions are especially attractive
to state sponsored operations, treated as part of hybrid war as well as state
sponsored criminal activity in addition to operations of criminals not con-
nected with state operations*.Good example of such vulnerabilities was Rus-
sian aggression against Ukraine, which, especially in the phase of hybrid war,
included cyberattacks against Ukrainian critical infrastructure, including
banks - just before the full scale invasion of Russian troops in kinetic phase>.

Supervision and oversight over financial institutions

Due to their role in the economy and interactions with customers banks
and other financial institutions are usually subject to supervision of financial
supervision authorities. There is no single model of supervision over finan-

1 More P. Pelc, Tajemnica zawodowa w instytucjach rynku finansowego w kontekscie polskich
regulacyi dotyczacych cyberbezpieczenstwa, ,Cybersecurity and Law” 2019, No. 2, p. 152.

2D. Pelc, Wybrane regulacje dotyczgce cyberbezpieczeristwa instytucyi finansowych, ,Cyberse-
curity and Law” 2021, No. 2, p. 130.

3 Polska wobec swiatowego kryzysu gospodarczego, Warszawa 2009, p. 29.

4P. Milik, G. Pilarski, Cyberattacks and bank’s liability for unautborized payment transac-
tions in the online banking system — theory and practice, “Cybersecurity and Law” 2023, No. 1,
p. 108-126,

5 P. Pelc, Lekcje dla Polski jako cztonka NATO ze sposobu prowadzenia dziatan w cyber-
preestrzeni w trakcie rosyjskiej agresji przeciwko Ukrainie, [in:] Begpieczenstwo narodowe Rze-
czypospolitej Polskief. 25 lat cztonkostwa w NATO, Chatubinska-Jentkiewicz, K. Gawkowski,
Z. Nowak, L. Piatkowski, K. Wasik [eds.], Gliwice 2024, p. 229.
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cial institutions. There are specialised supervisory authorities responsible
only for supervision over part of financial market, similar to Superintenden-
cy of Pension Funds (responsible for pension funds and occupational pen-
sion plans supervision), Polish Office of Insurance Supervision (responsible
for insurance oversight — but without licensing powers), Banking Superviso-
ry Commission (banks) or Securities (and Exchange) Commission (capital
market), that used to function in Poland. Another model is partial integra-
tion comparable to Polish Insurance and Pension Funds Supervisory Com-
mission (responsible for supervision over insurance and pension markets).
There is also a possibility of full integration, like in Poland since 2006 where
the Polish Financial Supervisory Commission is responsible for supervision
over various types of financial institutions (at the beginning: insurance, pen-
sion funds and capital markets, since 2008 — also bank, since 2012 — credit
unions and in various moment also another institutions). In some countries
the supervision was delegated to central banks (either only over banks or
including another financial institutions). Another solution implemented
in other countries was the so called “Twin Peaks’ model, in which there are
separate supervisory authorities responsible for stability of the institution
and for customers relations. Often there is balance between strong state su-
pervision and regulation on one side and self regulation on another. In ad-
dition to traditional supervision aimed at individual financial institutions,
additional macro supervisory bodies were created on the European Union
and member states level — not directed at separate financial institutions but
a the market in its entirety.

Financial market is also known to be fast developing and adapting to in-
novations. Often such innovations may lead to problems or even financial
crisis, like in the year 2007/2008, caused by some derivatives related to sub-
prime debt (so called “subprime crisis”). It leads to a need for an adequate
time frame of reaction of the supervisory authorities to the market develop-
ment and changes there.

Financial institutions in the cybersecurity system

Financial institutions are also treated as part of critical infrastructure and
at least some of their services are threated as key services. It leads to treat-
ment of at least some of the financial institutions as parts of cybersecurity
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systems, which creates additional duties for such institutions. Due to that
Polish Financial Supervisory Authority is one of the authorities responsible
for cybersecurity of specific sectors — in this case — banking and financial
market infrastructure sector®.

European Union decided in 2022 to regulate cybersecurity framework
for financial institutions in DORA (Digital Operational Resilience Act)”.
As DORA has form of regulation it is directly valid in all member states
without need of implementation to the member states legal systems. Earlier
EU has regulated issues related to cybersecurity in financial institutions in
various forms, or in a form of directives which required the implementation
to the member states’ legal systems. In case of payment services it was even
delegated to guidelines of European Banking Authority® Part of the EU reg-
ulatory framework are also Regulatory Technical Standards.

In Poland regulations related to cybersecurity of financial institutions
were not fully regulated on the level of law and ordonnances, however some
rudimentary issues were covered by the laws related to national cybersecurity
system, as mentioned earlier (the implementation of NIS directive? as well).

Constitutional regulations related
to law creation in Poland

Polish Constitutions strictly limits sources of law and entities which can
issue law. Based on the art. 87 of the Constitution1? the sources of univer-
sally binding law of the Republic of Poland are: Constitution, laws, ratified

¢]. Kostrubiec, Komentarz do art. 41, [in:] Ustawa o krajowym systemie cyberbpieczenstwa. Ko-
mentarz. K. Chatubiriska-Jentkiewicz, M. Karpiuk, J. Kostrubiec [eds.], Warszawa 2022, p. 208.

7 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 De-
cember 2022 on digital operational resilience for the financial sector and amending Regula-
tions (EC). No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and
(EU) 2016/1011 (Official Journal of the European Union L 333/1).

8 P. Widawski, Zarzgdzanie ryzykami operacyjnymi i ryzykami dla bezpieczeristwa w wy-
tycznych Europejskiego Urzedu Nadzoru Bankowego i rekomendacji Komisji Nadzorn Finan-
sowego, [in:] Cyberbegpieczeristwo, Zarys wykladu, C. Banasiniski [ed.], Warszawa 2023, p. 402.

? Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information systems
across the Union (Official Journal of the European Union, L 194/1).

10 Constitution of the Republic of Poland of 2 April 1997 (Journal of Laws, 1997 no. 78,
pos. 483 with amendments).



Soft Law in Cybersecurity Regulations Addressed to Polish Financial Institutions

international agreements and ordinances. Additionally there is local law and,
regulated in art. 93 of the Constitution, internally binging acts (Resolutions
of the Council of Ministers and orders of the Prime Minister and ministers
are internal in nature and apply only to organizational units subordinate to
the body issuing these acts) — this rule was interpreted rather broadly and
in practice extended beyond Resolutions of the Council of Ministers and
orders of the Prime Minister and ministers, however for such acts subor-
dination to the body issuing such act is crucial. In line with art. 92 of the
Constitution ordinances are issued by the bodies designated in the Consti-
tution, on the basis of a specific authorization contained in the law and for
the purpose of its implementation. The authorization should specify the au-
thority competent to issue the regulation and the scope of matters delegated
to regulate, as well as guidelines for the content of the act. Ordinances can
by issued by the President (art. 142 sec. 1 of the Constitution), Council of
Ministers (art. 146 sec. 4 point 2 of the Constitution), Prime Minister (art.
148 point 3 of the Constitution), ministers (art. 149 sec. 2 first sentence of
the Constitution) and National Broadcasting Council (art. 213 sec. 2 of the
Constitution). The body authorized to issue a regulation may not delegate
its powers to another body (art. 92 sec. 2 of the Constitution).

It leads to the situation that supervisory authorities in the financial mar-
ket cannotissue ordinances. Such authorities cannot issue internally binding
acts as financial institutions are not subordinated to them. There is a clear
difference between the role of supervisory authority and the central bank.
According to Constitutional Court “The central bank’s leading role as a bank
of banks means that, despite the independence and formal independence of
commercial banks, in terms of monetary policy they are subject to depen-
dence, allowing it to be defined as functional subordination”!l. There in
no such, even functional, subordination between financial institutions and
supervisory authority. In such regulatory arrangements supervisory authori-
ties cannot issue neither commonly binding legal acts nor internally binding
acts. If there is a need to issue commonly binding acts related to issues not
fully regulated in the laws, there is a requirement of clear delegation to issue
an ordinance by a body entitled to this — in case of financial institutions typ-
ically it is or Minister of Finance or Prime Minister of Council of Ministers.

11 Judgment of the Constitutional Court of June 28, 2000. K 25/99 (OTK 200/5/141).
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Soft law in the supervisory activity in Poland

Therefore, in relation to the regulatory activities of supervisory authori-
ties in Poland, the construction of the so-called ‘soft law’ was adopted in the
doctrine, thus, regulations that are not sources of law in the constitutional
sense, nor generally applicable law nor internal law. It takes the form of rec-
ommendations, guidelines or rules. However, they should not be of a legisla-
tive nature, but only constitute an interpretation of the applicable standards
by the supervisory authority.

For example M. Olszak points out that the recommendations of the su-
pervisory authority have been present on the Polish market since 1996, when
the then banking supervisory authority began issuing them. A. Jakubiak
(who used to be the Chairman of the Polish Financial Supervisory Authority
(PFSA) has believed that recommendations are good practices of behaviour
of supervised institutions, which allow to limit and mitigate risk from the
point of view of stable management of financial institutions. In addition
Z. Ofiarski, discussing the views of the doctrine in this regard, has indicated
that regulations having the character of ‘soft law’ are a complementary to the
norms of generally applicable law and fill the areas, which the legislator did
not regulate in detail. The supervisory authority has no legal basis to enforce
its compliance with the soft law it creates from supervised entities!2. In 2014
during parliamentary works on insurance regulations issue of the soft law
issued by PFSA was also subject of interpretation of the Ministry of Finance
which considers that recommendations may constitute interpretations of
generally applicable regulations, and not impose additional obligations, the

12 More on the topic: Z. Ofiarski, Rola soft law w regulacji rynku finansowego na przykta-
dzie rekomendacyi i wytyczmych Komisji Nadzoru Finansowego, [in:] Prawo rynku finansowego.
Doktryna, instytucje, praktyka, A. Jurkowska-Ziedler, M. Olszak [eds.], Warszawa 2016, p. 139;
T. Czech, Miejsce uchwat Komisji Nadzoru Finansowego w systemie Zridet prawa polskiego,
»Monitor Prawa Bankowego” 2013, No. 7-8, p. 74-75; M. Olszak, Wydawanie przez Komisje
Nadzorn Finansowego wytycznych dotyczgcych sektora nbezpieczeniowego jako przykiad zintegro-
wanego podejscia do wykonywania nadzoru nad rynkiem finansowyms, [in:] Prawo rynku finan-
sowego. Doktryna, instytucje, praktyka, A. Jurkowska-Ziedler, M. Olszak [eds.], Warszawa 2016,
p- 161; A. Jakubiak, Rekomendacja nadzorcza w kontekscie regulacyi polskich i enropejskich, [in:]
Polityka i praktyka regulacyi rynkdw finansowych, W. Rogowski [ed.], Krakéw-Warszawa 2015,
p- 245 A. Nadolska, Soft law w regulacji rynku finansowego w Polsce: rekomendacje, wytyczne i
lista ostrzezen publicznych KINE, Warszawa 2021; M. Zak, Soft law jako instrument koordynacji
regulacyjnej good governance, ,Przeglad Legislacyjny” 2019, No. 1, p. 9-33.
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observance of which is subject to supervision and may entail negative conse-
quences for the supervised entityl13.

In practice, the supervisory authority issues its reccommendations, guide-
lines and principles either on the basis of a specific legal delegation autho-
rizing it to create soft law acts or without such a basis. Soft law is addressed
either to entities operating in more than one segment of the financial mar-
ket, or to entities operating in more than one segment of the market, or to all
supervised entities (like Principles of Corporate Governance for Supervised
institutions14).

Cybersecurrity and soft law

Regardless, there is a specific legal authorisation in the law related to spe-
cific type of the financial institutions, part of the financial market or there
is no such specific authorization, PFSA has issued on the December 2014
Guidelines for the management of information technology areas and the
security of the information and communication environment for various
types of financial institutions!5. Those guidelines were issued not based on
the specific authorisation in the relevant ‘sectoral regulations’, but based on
general clause in the law on supervision of the financial market!¢. PFSA has
issued the Guidelines in regards to objectives of supervision over the finan-
cial market, specified in art. 2 of the Law on supervision of the financial mar-
ket such as: ensuring proper functioning of the market, its stability, security
and trust in the market, as well as safeguarding interests of its participants

13 P. Pele, Rekomendacje KNF; czyli kwadratura kota, ,Gazeta Ubezpieczeniowa” 2014,
No. 25, p. 7.

Y4 PESA, Zasady tadu korporacyjnego dla instytucji nadzorowanych, Warszawa 2014.

15PESA, Guidelines on the Management of Information Technology and ICT Environment
Security for General Pension Companies, Warszawa 2014, Guidelines on the Management of
Information Technology and ICT Environment Security for Insurance and Reinsurance Under-
takings, Warszawa 2014; Wytyczne dotyczgce zarzgdzania obszarami technologii informacyjnej
i bezpieczerstwa srodowiska teleinformatycznego w towarzystwach funduszy inwestycyjnych,
Warszawa 2014; Guidelines on the Management of Information Technology and ICT Envi-
ronment Security in capital market infrastructure entities, Warszawa 2014, Guidelines on the
Management of Information Technology and ICT Environment Security at Investment Firms,
Warszawa 2014.

16 The law on 21 July 2006 on supervision over the financial market (Journal of Laws from
2024 pos. 135).
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and the task of the Polish Financial Supervision Authority specified in art. 4
item 1 clause 2 of the Law, consists of activities contributing to proper func-
tioning of the financial market.

In case of sectors with clear authorisation to issue ‘soft law” PFSA has
issued for banks in 2013 Recommendation D on the Management of Infor-
mation Technology and ICT Environment Security at Banks!” and similar
recommendation for credit unions in 201618.

Additionally for institutions supplying the payment services PFSA has is-
sued in 2015 Recommendation concerning the security of payment transac-
tions on the Internet through banks, national payment institutions, national
electronic money institutions and credit unions1?.

Those regulations and guidelines issued between 2013 and 2016 were
supplemented by Communication from the UKNF on information pro-
cessing by supervised entities using public or hybrid cloud computing ser-
vices issued in January 202020 addressed to the whole supervised sectors of
the financial market.

PFSA in the national cybersecurity system and soft law

Regulations and guidelines related to cybersecurity of financial institu-
tions issued between 2013 and 2016 were developed before PFSA was in-
cluded in the national cybersecurity system model. However since 2018 the
PESA - as the only authority other than constitutional minister — has be-

17PESA, Recommendation D on the Management of Information Technology and ICT Envi-
ronment Security at Banks, Warszawa 2013.

18 Rekomendacja D-SKOK dotyczgea zarzgdzania obszarami technologii informacyjnej
7 bezpieczenstwa srodowiska teleinformatycznego w spotdzielczych kasach oszczednosciowo-kredy-
towych, Warszawa 2016.

19 P¥SA, Rekomendacja dotyczgea bezpieczeristwa transakeji platniczych wykonywanych
w Internecie przez banki, krajowe instytucje platnicze, krajowe instytucje pienigdza elektroniczne-
o i spotdzielcze kasy oszczgdnosciowo - kredytowe, Warszawa 2015.

20 Communication from the UKNF on information processing by supervised entities using
public or bybrid cloud computing services, https://www.knf.gov.pl/knf/pl/komponenty/img/
Komunikat_ UKNF_Chmura_Obliczeniowa_EN_69242.pdf, [accessed: 27.11.2024]. See
also: P. Pelc, ,,Komunikat chmurowy” Komisji Nadzorn Finansowego, ,Cybersecurity and
Law” 2020, No. 2, p. 183-197; K. Dygasiewicz, P. Zapadka, Zasady korzystania przez banki
krajowe z ustugi tzw. chmury obliczeniowej w czasie gospodarki COVID lub post COVID w swietle
komunikaty Komisji Nadzoru Finansowego, ,Cybersecurity and Law” 2020, No. 1, p. 103-112.



Soft Law in Cybersecurity Regulations Addressed to Polish Financial Institutions

came an authority responsible for cybersecurity of the banking and financial
market infrastructure sector?! in line with art. 41 point 4 of the law on S July
2028 of the National Cybersecurity System?2. According to the law on Na-
tional Cybersecurity System the authority with purview over cybersecurity
is authorised by this law to issue ‘soft law’ — in the form of recommendations
on actions aimed at strengthening cybersecurity, including sectoral guide-
lines on incident notifications (In cooperation with relevant CSIRTs and
sectoral cybersecurity teams)?3. This rule is in line with motive 47 and art. 14
sec. 7 of the NIS directive.

However it seems that for PFSA its supervisory tools based on regulations
related to supervisory functions are more useful compared to the powers as
authority competent for cybersecurity in the National Cybersecurity Sys-
tem. The Communication from the UKNF on information processing by
supervised entities using public or hybrid cloud computing services issued
after the law on National Cybersecurity System was in force, was not issued
in line with the procedure regulated in the that law and was presented as
a tool to supplement and specify certain recommendations and guidelines
issued earlier by PFSA between 2013 and 2016. It also replaced earlier com-
munication from PFSA on this matter issued in 201724

Even though the recommendations, guidelines or communications issued
by PFSA- based on the specific clause of the relevant sectoral law or only on
general supervisory powers of the PFSA — cannot create the binding rules
and are treated by the Ministry of Finance only as interpretation of the exist-
ing legal regulations, in practice are very detailed and clearly create new rules
and norms which are not present in the legal regulations?>. Theoretically the

2P, Pelc, The Polish Financial Supervision Authority in the national cybersecurity system,
»Cybersecurity and Law” 2023, No. 1, p. 74, 76.

22 Journal of Laws from 2024, pos. 1077.

23 Art. 42 point 5 of the law on National Cybersecurity System.

24 Communication from the UKNF of 23 October 2017 on the use of clond computing services
by the supervised entities, https://www.knf.gov.pl/knf/en/komponenty/img/Cloud_comput-
ing_Stanowisko_UKNF_ENG_61423.pdf, [accessed: 20.11.2024]

25 The PFSA uses wording like: ‘Issuance of the Guidelines is necessary due to a signifi-
cant technological development and systematic increase in importance of IT technology for
general pension companies (hereinafter referred to as companies) and managed by pension
companies funds, including voluntary pension funds and due to new threats in this domain.
The purpose of these Guidelines is to notify companies of expectations of the KNF regarding
prudent and stable information technology and ICT environment security management, in
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supervised entities shall ‘comply or explain’ in case of non compliance, but
in practice the supervisory authority can enforce implementation of the ‘soft
law’ during inspection process through the individual recommendations in
case that the financial institution is not complying. It means that in practice
it is very difficult to treat soft law only as interpretations of the existing legal
norms, also in the area of cybersecurity and especially, the National Cyber-
security System.

It is important to see increasing role of the soft law not only on national
but also on EU’s level. Important part of the financial regulation now is soft
law as regulatory function is treated as important part of supervisory activity
and is distinguish also from creation legally binging norms during legislative
process on both - national and EU grounds2é. Regardless its non-binding
character, the soft law created by the European Supervisory Authorities
(which do not produce any binding legal effects) can be subject to the juris-
diction of the European Court of Justice?”.

particular regarding management of the risk associated with these areas. (...) The KNF expects
that decisions concerning the scope and manner of implementation of the solutions specified
in these Guidelines are preceded by an in-depth analysis and supported by an appropriate line
of reasoning (...) The KNF expects that appropriate actions aimed at implementation of these
Guidelines are executed by the companies not later than by 31 December 2016. The Guidelines
should be applied in accordance with the “comply or explain” principle. If the companies with-
draw from application of the Guidelines, the KNF expects that these companies explain the
reasons for failing to apply the Guidelines in their business activity. Information on the appli-
cation of these Guidelines should be provided in a form that companies fill out as part of their
own assessment of compliance with the Guidelines and that is one of the ways of verification by
the KNF whether and in what manner Guidelines have been implemented by the companies.
These Guidelines also include legal obligations, performance of which is required of company
under the applicable law.” (Guidelines on the Management of Information Technology and ICT
Environment Security for General Pension Companies, p. 4-5), “The Supervisor underlines that
the requirements described in this communication should be applied by the supervised entities
before they start processing information in a cloud computing environment.” (Communica-
tion from the UKNF on information processing by supervised entities using public or bybrid cloud
computing services, p. 7)

26 A. Nadolska, O Sfatsgywych” wytycznych EBA i prawdgiwym celu nadzorczego soft law
w sprawie nadgoru nad produktem i zarzgdzania nim, ,Przeglad Ustawodawstwa Gospodar-
czego” 2022, No. 6, p. 19-25.

27 Judgment of the Court (Grand Chamber) of 15 July 202, In Case C911/19
(ECLL:EU:C:2021:599).
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DORA and ITC risk

The important to see the changes in the legal regulations related to cyberse-
curity of financial institutions by issuing DORA. It covers very broad variety
of financial institutions?8 and its ITC services providers. According to motive
12 of DORA, its aim is ‘to consolidate and upgrade ICT risk requirements as
part of the operational risk requirements that have, up to this point, been ad-
dressed separately in various European Union legal acts.”? In the motive 14 it
is stressed that DOR A ‘helps reduce regulatory complexity, fosters supervisory
convergence and increases legal certainty, and also contributes to limiting com-
pliance costs, especially for financial entities operating across borders, and to
reducing competitive distortions.”30 In practice at least some issues regulated
by the soft law so far (like EBAs guidelines related to operational risk in pay-
ment services) would be now regulated by ‘hard law” - DORA. DORA will
be also implemented by common regulatory technical standards (RTS) draft-
ed by ESAs through the Joint Committee in consultation with the European
Union Agency for Cybersecurity and issued by the European Commission in
line with especially art. 15 of DORA.

Regulatory Technical Standards are developed by European supervisory
authorities to clarify specific issues not directly regulated at the level of the reg-
ulation. Article 290 of the Treaty on the Functioning of the European Union
provides that a legislative act may delegate to the Commission the power to
adopt non-legislative acts of general application which supplement or amend
certain non-essential acts or elements of the legislative act (these are called del-
egated acts). In accordance with the declaration (number 39) issued in Article
290 of the Treaty on the Functioning of the European Union31, the develop-

28 Credit institutions, payment institutions, account information service providers, elec-
tronic money institutions, investment firms, crypto-asset service providers, central securities
depositories, central counterparties, trading venues, trade repositories, managers of alternative
investment funds, management companies, data reporting service providers, insurance and re-
insurance undertakings, insurance intermediaries, reinsurance intermediaries and ancillary in-
surance intermediaries, institutions for occupational retirement provision, credit rating agen-
cies, administrators of critical benchmarks, crowdfunding service providers and securitisation
repositories (in line with art. 2 sec. 1 letter a-t of DORA).

29 Motive 12 of DORA.

30 Motive 14 of DORA.

31 Official Journal of the European Union C 326/47.
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ment of regulatory technical standards requires assistance in the form of tech-
nical expertise in a form specific to the field of financial services. Therefore,
it is envisaged that draft regulatory technical standards will be developed by
the relevant ESAs (paragraph 8, 1, respectively, for the individual ESAs)32. In
accordance with those regulations, the various ESAs, on the basis of legislative
acts, are meant to contribute to the establishment of common high quality
regulatory and supervisory standards and practices, in particular, by devel-
oping regulatory drafts and implementing technical standards, guidelines,
recommendations and other measures, including opinions. This entitlement
includes the preparation of drafts of Regulatory Technical Standards. As the
prerequisite for their preparation, the relevant legislative act should provide
for an appropriate delegation, indicating the appropriate supervisory author-
ity to prepare the project. Article 10-14 of the relevant regulations establish-
ing the various European Supervisory Authorities sets out in detail the pro-
cedure for working on Regulatory Technical Standards. The regulations also
states that regulatory technical standards are purely technical, cannot resolve
strategic or policy issues, and that the scope of their content is determined
by the legislative acts that underpin them. The process of their development
provides for — in principle - open public consultations and analysis of pos-
sible costs and benefits. The power to issue these delegated acts is left to the
European Commission, which accepts or rejects the drafts. The European
Parliament or the Council may object to the Regulatory Technical Standard
adopted by the European Commission.

In practice this will shift at least some part of the cybersecurity regulation
from soft law issued on the national level by PFA into ‘hard law’ issued on
the EU level. It means that some rules implemented currently on the ‘comply
or explain’ manner became mandatory based on the new regulatory regime.

32 Regulation No 1093/2010 of 24 November 2010 on the establishment of the European
Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC
and repealing Commission Decision 2009/78/EC (Official Journal of the European Union,
L 331/12), Regulation 1094/2010 of 24 November 2010 establishing a European Supervisory
Authority (European Insurance and Occupational Pensions Authority), amending Decision
No 716/2009/EC and repealing Commission Decision 2009/79/EC (Official Journal of the
European Union, L 331/48), and Regulation 1095/2010 of 24 November 2010 establishing
a European Supervisory Authority (European Securities and Markets Authority), amending
Decision 716/2009/EC and repealing Commission Decision 2009/77/ EC (Official Journal
of the European Union, L 331/84).
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DORA and RTSs will also create new obligations of the financial institu-
tions in the cybersecurity area.

Conclusions

As the soft law is important tool of the regulating the financial market by
the supervisory authorities, it can be also used in relation to operational risks
associated to activity of financial institutions, including cybersecurity issues
and ICT management. Regardless of the constitutional restrictions related
to the tools as entities establishing the law, the soft law issued by the Polish
Financial Supervisory Authority is well established in practice and accepted
in the doctrine. In such situation, there are no real obstacles to implement
the ‘hard law’ in the area of cybersecurity, however after DOR A is in force,
the soft law shall be in line with DOR A and RTSs.

Based on above presented considerations, further studies related to the
soft law role in the cybersecurity regulation related to financial institutions
in Poland shall be implemented in the future. It is also important to verify
to what extend such soft law is in line with proportionality rule included in
EU regulations, including DOR A, as soft law can be useful tool to take into
consideration size and specific of the activity as well as associated risks related
to such activity.
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Mickkie prawo w regulacjach dotyczacych cyberbezpieczenistwa
polskich instytucji finansowych

Streszczenie

Zgodnie z polska Konstytucja istnieja éciste ograniczenia zwiazane ze stanowieniem
prawa, jednak w praktyce powszechnie przyjmuje si¢, ze obowiazujace prawo (tzw.
w tym kontekscie ,twarde prawo”) jest uzupetniane tzw. ,migkkim prawem” tworzo-
nym réwniez przez podmioty nieuprawnione do stanowienia ,,twardego prawa” zgod-
niezregulacja konstytucyjna. Jednaz takich instytucji jest Komisja Nadzoru Finansowe-
go, ktéra wydaje rézne dokumenty o nazwie rekomendacje, wytyczne lub komunikaty,
badZ na podstawie specjalnego zezwolenia ustawowego lub wylacznie na podstawie
ogdlnych norm kompetencyjnych ustanowionych przez prawo — skierowane do nad-
zorowanych podmiotéw (lub ogélnie lub do poszczegdlnych sektoréw). Niektére z ta-
kich aktéw ,mickkiego prawa” byly zwigzane z zarzadzaniem ryzykiem operacyjnym,
w tym takze kwestiami cyberbezpieczeristwa nadzorowanych instytucji finansowych.
Nie zmienito si¢ to po tym, jak KNF stata si¢ rowniez organem odpowiedzialnym za
cyberbezpieczenistwo w sektorze bankowym i infrastruktury finansowej. Réwniez pra-
wo Unii Europejskiej jest uzupetniane wytycznymi europejskich organéw nadzoru.
Po wejéciu w zycie Aktu o cyfrowej odpornosci operacyjnej (DORA) i powigzanych
z nim regulacyjnych standardéw technicznych (RTS) przynajmniej w czgéci dotych-
czasowe regulacji o charakterze ,mickkiego prawa” zastapione powyzszymi regula-
cjami prawnymi, jest jednak mato prawdopodobne, aby ,mieckkie prawo”, réwniez
w dziedzinie cyberbezpieczenistwa instytucji finansowych, nie byto juz stosowane.

Celem artykutu jest dokonanie analizy migkkiego prawa, ktdre jest zawarte w regu-
lacjach dotyczacych cyberbezpieczeristwa, a dotyczy polskich instytucji finansowych.
Podstawowa metoda badawcza to metoda dogmatyczno-prawna, za posrednictwem
ktorej analizie sa poddane kwestie cyberbezpieczeristwa instytucji finansowych.

Stowa kluczowe: cyberbezpieczeristwo, mickkie prawo, instytucje finansowe,

DORA, RTS.





